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Today’s Agenda

7.2: Brief recap of bias types and sources
«7.3: Algorithmic transparency and accountability in Al/ML
7.4: Explainability and interpretability

«Concepts, techniques, and tools (e.g., LIME, SHAP)



7.2: Bias in Al Systems

Brief recap of types and sources



Bias: Examples across the Al/ML Lifecycle
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71 Privacy risks in Al: membership inference, data leakage, surveillance, and predictive harm
7.2 Bias in Al systems: types, sources, and fairness evaluation frameworks

7.3 Algorithmic transparency and accountability in high-stakes decision-making

7.4  Explainability and interpretability: concepts, techniques, and tools

View Full Week 10 Materials -
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Sources of Al Bias

Every form of bias in Al systems originates from at least one of these three roots — and often all three at once.

The world The pipeline The people
History & society baked in Engineering & design choices Cognitive & social biases

Bias in Al systems



Al/ML Bias: Examples from The World and The Pipeline

ML lifecycle bias map

Types of bias introduced at each stage of the machine learning pipeline

Stage 1 - Collection
Data & datasets

Historical Representation Measurement Sampling [ selection Label [ annotation

Aggregation Temporal Linkage Exclusion

Stage 2 - Training
Model training

Inductive Algorithmic Optimization [ objective function Feedback loop [ amplification

Proxy variable Spurious correlation Underfitting [ overfitting

Stage 3 - Evaluation
Testing & validation

Evaluation bias Benchmark bias Reporting f publication bias Test-set leakage

Stage 4 - Releasea
Deployment

Distribution shift Population bias Exposure bias Automation bias User interaction bias

Stage 5 - Ongoing
Monitoring &
maintenance

Concept drift Feedback bias in production Selective updating Emergent bias Decay bias




Al/ML Bias: Examples from The People

Cognitive and social biases that practitioners, users, and organizations bring to Al systems

Automation bias Automation complacency

Owver-trusting model outputs; suspending critical judgment because Extended uneventful reliance on an Al systemn gradually lowers

"the Al said so0." Especially dangerous in high-stakes settings like human vigilance — until a critical failure occurs and no one is paying
medicine and law. close enough attention.

Confirmation bias Anchoring bias

Designers and evaluators notice evidence that confirms the maodel The first model or benchmark used becomes the de facto standard,
works and discount evidence that it doesn't. Shapes which test even if it was arbitrary or flawed. Subsequent improvements are
cases get written and which get ignored. measured relative to a questionable baseline.

Recency bias Framing bias

Practitioners over-weight recent data or the latest model How a problem is defined determines what gets measured and
architectures, potentially discarding valuable signal and proven optimized. Choosing "loan default rate” vs. "loan repayment

techniques from earlier work. success” encodes fundamentally different values.



Al/ML Bias: Examples from The People

Cognitive and social biases that practitioners, users, and organizations bring to Al systems

In-group bias

Teams with homogeneous backgrounds build systems that serve
people like themselves better than others. Gaps in coverage feel
invisible to those who don't experience them.

Ethical fading

Under deadline and competitive pressure, ethical concerns about
bias gradually recede from focus during development. Not malicious
— just deprioritized until it's too late.

Expertise bias

Assuming that ML expertise implies expertise in the domain where
the model is applied — medicine, law, finance. Technical competence
and domain knowledge are separate things.

Sycophancy [ demand characteristics

Users phrase prompts or inputs in ways they think the model
"wants," corrupting usage data and evaluations with socially
desirable rather than genuine responses.



7.3 & 7.4.

Transparency,
Explainability,
Interpretability



Transparency, Explainability, & Interpretability

Secure & Trustworthy Al - Lecture Module

Transparency, Explainability & Interpretability
Three distinct but deeply connected pillars of trustworthy Al — what they mean, how they differ, and
why all three matter.

The Three Concepts Scenario Explorer Model Spectrum XAl Techniques Resources

Q ;- 4
TRANSPARENCY EXPLAINABILITY INTERPRETABILITY
Openness about the Justifying decisions to Understanding internal
system users mechanics

What is the model? How was it Why did the model produce How does the model compute
built? What data was used? this output for this input? its outputs, step by step?

Click a concept above to explore it
Each card reveals the definition, a real-world analogy, key questions, and how that concept connects

to the others.

HOW THEY RELATE

Transparency s the broadest: disclosure and openness about the whole system lifecycle.

Explainability  sits inside transparency: providing reasons for specific decisions to affected parties.

Interpretability
is the deepest technical layer: mechanistic understanding of how computation produces outputs.

A model can be transparent without being interpretable (you disclose it exists but don't open the math). A
model can be interpretable but poorly explained (a linear model whose coefficients aren't communicated).

Trustworthy Al requires all three
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