Assignment 4: Secure Chatbot API Repair
Course: CYB-4203/6203 - Secure and Trustworthy AI
Assigned: Wednesday, February 11, 2026
Due: Wednesday, February 18, 2026, 12:29 PM
Submission: Via Blackboard/Harvey
Points: 10 (Contributes to Weekly Assignments - 30% of final grade)

Purpose
In the Week 4 in-class exercise, you began using Gemini CLI (or another LLM CLI tool, e.g., Claude Code) to audit QuickChat API and identify security vulnerabilities. You explored one vulnerability in depth -- understanding what makes it exploitable and how to fix it. This assignment extends that work: your task is to systematically repair the entire application.
QuickChat API was deliberately written with multiple categories of security flaws -- from injection vulnerabilities and hardcoded secrets to unsafe deserialization and missing access controls. Repairing it requires understanding each vulnerability well enough to implement a correct fix, not just recognizing that something is wrong. For this assignment, you will use AI tools to help you understand multiple vulnerabilities, fix them, and document and explain your fixes.

Learning Objectives
By completing this assignment, you will:
Identify and categorize security vulnerabilities across a complete application
Implement correct fixes for common web application security flaws (OWASP Top 10)
Use AI tools effectively as assistants for security remediation while maintaining your own understanding
Communicate security findings and remediation decisions clearly in writing

Submission Requirements
Format: Submit two files:
  1. Your repaired `chatbot_api.py` (the fixed Python source code)
  2. A security report (PDF or Word) documenting your work
File Naming:
  - `firstname-lastname-chatbot-api.py`
  - `firstname-lastname-assignment-04.[pdf|docx]`
AI Use Declaration: Required in the security report (see below)

Grading Criteria Overview
	Component
	Points
	Key Elements

	**Vulnerability Fixes**
	4
	Correct, working fixes for identified vulnerabilities in the submitted code

	**Security Report**
	4
	Clear documentation of each vulnerability found, its severity, and the rationale behind each fix

	**Communication & AI Use**
	2
	Clear writing, logical organization, honest and specific AI use declaration

	**Total**
	**10**
	



AI Use Declaration guidance: Include a statement about any AI tools that you used on purpose, and carefully consider how artificial intelligence technologies may have impacted your work invisibly or by accident.
Example AI Use Declarations:
> "I used [AI tool A] for [specific use]. I used [AI tool B] for [specific use]. All ideas and content are my own, and I take full responsibility for this submission."
> "I used Google to perform web searches to find information about [topic]. Google Search heavily integrates AI, using advanced, layered systems like Gemini and RankBrain to understand, rank, and summarize content."
(See Detailed Grading Criteria below for additional info)
Instructions
Step 1: Conduct a Full Security Audit
Start a Gemini session and ask it to perform a comprehensive security review of `chatbot_api.py`. You already did a partial audit during the in-class exercise -- now expand it to cover the entire file.
For each vulnerability Gemini identifies, make sure you understand:
What the vulnerability is and which lines of code are affected
Why the code is vulnerable (what is the underlying mechanism?)
What could happen if the vulnerability were exploited
What severity level is appropriate (critical / high / medium / low)
If Gemini's explanation is unclear or incomplete, ask follow-up questions until you can explain the vulnerability in your own words.
Step 2: Fix the Vulnerabilities
Work through each vulnerability and implement a fix. You may ask Gemini to suggest or generate fixes, but before accepting any change:
· Make sure you understand why the fix works, not just what it changes
· Verify that the fix does not break the application's intended functionality
· Check that the fix does not introduce new security issues
Save your repaired version of `chatbot_api.py` for submission.
Notes:
The Gemini API key hard-coded into the original `chatbot_api.py` application is a real API key that, if leaked online, could be used for nefarious purposes.
You can generate an API key with your own Google Pro account by visiting Google AI Studio  -> Get API Key (sidebar menu), and then selecting `Create API key` (top right). If you choose to generate your own API key to use in your repaired app submission, protect this key as you would any other important password, and consider deleting it from your Google AI Studio account once your homework has been graded.


Step 3: Write the Security Report
Write a report that documents your audit and repair process. For each vulnerability you addressed, include:
· Vulnerability name and location (e.g., "SQL Injection -- `/user/lookup` endpoint, line 278")
· Severity (critical / high / medium / low) with brief justification
· Explanation: What the vulnerability is and why the original code is insecure (1-3 sentences)
· Fix description: What you changed and why this resolves the issue (1-3 sentences)
Organize vulnerabilities from highest to lowest severity.
At the end of the report, include a brief reflection (1 paragraph): What did you learn from this exercise about using AI tools for security work? Were there any fixes where you disagreed with Gemini's suggestion, or where you needed to modify its recommendation?

Detailed Grading Criteria
Vulnerability Fixes (4 points):
Fixes are correct and address the root cause (not just symptoms)
Fixes do not introduce new vulnerabilities
Coverage: most or all significant vulnerabilities in the application are addressed
Code is clean and follows reasonable Python conventions
Security Report (4 points):
Each vulnerability is clearly identified with its location in the code
Severity ratings are reasonable and justified
Explanations demonstrate genuine understanding of the vulnerability mechanism
Fix descriptions explain the rationale, not just the change
Communication & AI Use (2 points):
Clear, professional writing
Logical organization (highest severity first)
Honest, specific AI use declaration describing how AI tools were used in the audit and repair process
Total: 10 points

Resources
OWASP Top 10 Web Application Security Risks -- Industry-standard vulnerability classification
OWASP SQL Injection Prevention Cheat Sheet
OWASP Deserialization Cheat Sheet
CWE/SANS Top 25 Most Dangerous Software Weaknesses
Your in-class Gemini conversation from the Week 4 QuickChat API audit -- to resume it, navigate to the same folder where you had the original conversation and run `gemini` then use the `/resume` command to pick up where you left off

Questions? Contact me at dallas-elleman@utulsa.edu or visit office hours (by appointment).

Assignment Creation AI Use Disclaimer
This assignment was drafted using Claude Opus 4.6 and Claude Code. All content was reviewed, verified, and approved by Dallas Elleman, who takes full responsibility for its publication.
